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Intfroduction

What is the audit daemon?

What purpose does auditd serve?

What is the cost of security?




Auditd

Kernel level service
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The Benefits of Auditd

Increased security
O Monitor file activity
O Monitor syscall activity

Creates detailed logs
O Userinfo, syscall used, fimestamp, etc.

Robust search and filter implementations

Easy, manageable logging rotation solution



The Drawbacks of Auditd

Performance degradation
O CPU interrupts

O Context Switching

O Logging

Only a detection system



Results (Small File 1/0)
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Results (Small File 1/0)

The Effects of Auditd On Small File I/O
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Results (Intel MPI)

Time in micro seconds

Intel MPI Benchmarks Comparisons
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R eSuU ”S (Syscalls)

Syscalls
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Hybrid Benchmark
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Results (Hybrid)
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What to consider...

Scaling
Protection Measures (SE Linux)
NFS vs Audit Dispatcher

SSD and RAM performance



Conclusion

Performance Cost
O Non-CAPP rules
O CAPP Rules

Recommendation
O Minimal day to day impact
O Implement Auditing



Questions?



